u-connectXpress

loT cloud connectivity

Abstract

This Application note provides information on how to configure and setup the connection for the

most popular cloud services, such as u-blox Thingstream, Amazon Web Services (AWS), and Azure,
using u-connectXpress software.
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1 Configuring Thingstream

1.1 Cloud server configuration

1. Loginto your Thingstream account, or create a new account at: https://thingstream.io/

THINGSTREAM

loT Communication-as-a-Service by u-blox

Thingstream is now part of u-blox. See the press release.

Log into Thingstream

¥ When registering and creating a new (free) account, you need to select a unique domain name, like
your company name for example. Follow the registration instructions to activate your account.

2. Navigate to https://portal.thingstream.io/app/things

3. Go to Things in the navigation menu, and then select Add Thing.

thingstream Things

m Last Seen v =Y

l¥  Dashboard No results. Reset Filters

Plans

Topics

Flows

Collapse Sidebar
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4. Select Add IP Thing.
Add a Thing

New IP Thing

IP Things are used to allow you to connect a pure MQTT client to
Thingstream, or connect MQTT enabled loT platforms

Add IP Thing

5. Choose an appropriate device name for your internet Thing.

Add Internet Thing

Device Name

‘ u-blox‘lthing

Add Thing Cancel

6. Select a plan and then select Activate.

Select a plan

Please select from the plans below

Individual Plans

@ MQTT Now Developer (1K free MQTT messages per month, capped)
MQTT Now Business (51 per 20K MQTT messages per month)

MQTT Now Enterprise ($3 per 100K MQTT messages per month)

3
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7. From the Get started dialog, select View Thing credentials.

Get started

Go to Thing details Get your credentials

Add tags and a description. This makes it easier to find and Find everything you need in order to connect to Thingstream

identify devices. using your new |IP Thing.

View details View Thing credentials

8. Select your device to open the Thing Details.
Things

Status v = Y1 1-10f1

@ u-blox_thing Never seen IP thing m

9. Select Credentials and make note of your Thing Details. You need this information to connect
the module to the cloud later.

Things X Th|ng Details ® Disconnected | = TrafficLogs 3
u-blox_thing
® u-blox_thing

Details Activity Properties Credentials Events Permissions

MQTT

Hostname maqtt.thingstream.io D
Client ID device:e57014dd-eb16-4848-b3bd-d8953a lﬁ
Username 44YAOWYTRN3JJM3 D
Password KhpOIn78MZwuzYw3WCmGMdTePVm [a
MQTT Spy config (xml) 3
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10. Configure and connect your device (see section Error! Reference source not found.). The
Connected button turns green when the device is connected.

X Thing Details ® Connected Traffic Logs

u-blox_thing

11. Click on Traffic Logs to view the data traffic.
% Traffic Log - u-blox_thing "

Tenestamp Direction Protocol Message Payload Gateway Status. Referance Size

© © © © ©

+ € 3 €

1.2 Installing certificates to module

Install the server certificates to the module using AT-commands or s-center, as described in sections
1.2.1 and 1.2.2 respectively.

ZF Note that Thingstream certificates are located on Amazon servers. Amazon CA root certificate
can be downloaded from: https://www.amazontrust.com/repository/AmazonRootCA1.pem

1.2.1 Installing certificates on the module using AT commands
The sequence below configures Wi-Fi and installs the certificates to the module.

1. Upload the local Amazon certificate file to the physical module as a trusted root (CA) certificate
using the command AT+USECMNG=0, 0.

ZF For further information about AT+USECMNG, see the u-connect AT commands manual [1] and
u-connectXpress user guide [3].

2. Setup a network connection to establish the connection using the following the
AT commands:
AT+UWSC=<configuration id>,<param tag>,<param vall>[,<param val2>,...,<param valn>]

AT+UWSCA=<config id>,<action>

¥ Thecommands given in the example above connect Wi-Fi. For more information about the Wi-Fi
connection setup, see the u-connectXpress user guide [3].

3. Connect to the Thingstream cloud server using the aT+uppc command and MQTT URL, as
shown in the given connection parameters and subsequent command example below.

Client Id=device:57014dd-eb16-4848-b3bd-d8953a123456789
Username = 44YAOWYTRN3JJM3123456789

Password = KgpOIn78MZwuzYw3WCmGMdTePVYm123456789
Encryption = 3-0Only allow TLS 1.2

UBX-19010078 - RO6 Configuring Thingstream Page 8 of 46
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Trusted Root (CA) = AmazonRootCA1.pem
Publish topic = testpub
Subscribe topic = testsub

at+udcp=mgtt://mgtt.thingstream.io0:8883/?

encr=3&

ca=AmazonRootCAl.pem
&client=device:57014dd-eb16-4848-b3bd-d8953a123456789
&Uuser=44Y40WYTRN3JJIM3123456789
&passwd=KgpO0ln78MZwuzYw3WCmGMdTePVm123456789
&pt=testpub

&st=testsub

where:

encr=3 = makes the connection using TLS 1.2. By default, connections use the less secure
TLS versions 1.0 0or 1.1.

ca = the internal name given to the Thingstream Trusted Root (CA) server certificate
when uploaded to the module.

client = the Client ID set to the thing in Thingstream

user = the token/Username generated while creating the device in the Thingstream
creation of the thing.

passwd = the token/Password generated while creating the device in the Thingstream
creation of the thing.

pt = Publish topic

st = Subscribe topic
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Installing certificates on the module using s-center

The sequence below configures Wi-Fi and installs the certificates to the module.

1. Using s-center, upload the local Amazon certificate file to the module as a trusted root (CA)

certificate.

=

s-center 5.1.0 - COM18 - O X
File Settings Tools Help
Basic Connection o Bluetooth Settings ) Wi-Fi Settings ! ¢ Advanced Connection and Settings !-.* User Defines eblox
Connection Setup Data Mode Serial Settings Miscellaneous GPIO  Wi-Fi Certificate  NFC
Certificate and Private key import Filesystem list Connection Status

Trusted root (CA) =W,

Bluetooth: -

IAmazonRootCm.pem El CA AmazonRootCAl.pem Address: -

Client Certificate (CC) Wi-Fi: -

‘ j SSID: -

BSSID: -

Client Private Key (PK) Channel: -

| LI [T RSSk-

List I Use Certificate | MD5 | Network Status
State: -
Upload | [o-Trustedroctca =] Interface: Wi-Fi Access Point

IP Address: -

Erase Password Subnet: -

Gateway: -

Prim. DNS: -

Sec. DNS: -

Console Window

IPvE: FEB0=TAASAFFFE2F4BAE

"7.1.0-020","ODIN-W26X-7.1.0-020-0-961¢cbe2d3020
OK

AT=GMR

7.1.0-020°

OK

AT=UMLA=1
+UMLA:78A5042F6098
OK

AT+UMLA=2
+UMLA:78A5042FE099
oK

AT +UMLA=3
+UMLA:363BAS53CEAG
oK

Store I Factory I

Default I Enable GUI |

EVK-ODIN-W2 via ST-LINK ]

Software Update |

Close Port I AT Mode I Data Mode I EDM Mode I PPP Mode I

Data Pump I

3 Mbps |

W
~| I™ Hex  opiN.wa2 series at u-blox.com

‘ Clear I Get All I Set All I

COM18 115200 8-N-1 HW Flow DSR Off, DTR On

2. Setup a network connection.

B:78A5042F6098

u-blox ODIN-W2

Low Energy Wi-Fi Station wi-Fi AP TCP/UDP MQTT  Bridge

Listen Interval |0

| [~ Store

Bluetooth
V¥ Use DTIM
Activate Wi-Fi | lrn]fssid
Wi-Fi Status

| |WPNWPA2 E‘ lmypassword

| [ startup

Software Version: 7.1.0-020

For further information about AT+USECMNG, see the u-connect AT commands manual [1] and
u-connectXpress user guide [3].

PAN Etherr * | *

Deactivate |

V¥ DHCP Client

¥ The example above connects Wi-Fi. For more information about the Wi-Fi connection setup, see

the u-connectXpress user guide [3].
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3. Connect to the u-blox Thingstream with MQTT using the Thing credentials previously noted

in section 1.1, step 9. The credentials are given under the Thing Details page.
Bluetooth Low Energy Wi-Fi Station Wi-FiAP TCP/UDP MOTT  Eridge PAN Etherr * | *

I Connect ”mqtt.lhlngstteam.m |5833 |

[o-
[1.
.
|Ie:lsub | |le:|pul:| | |dence.'a66-ﬁg?| |QdMD1FGSC[ vsmzwgqu| |~.ccp Alive ,m| ig
&4

Imln TS vi0 :I [hmnnﬂnnltil-mﬂ [No Client cerlrhu'tl_'J |No Client Private ltt;] Remaove All I
Peer Handle vI Disconnect Peer II' EnterData [ Startup Data UstPeersI Connections | Metwork Status

Console Window Log Window

«UNSTAT:0,104,192.165.0.1 ~
«UNSTAT:0,105,192.168.0.1
=UNSTAT:0, 201, FESO::DECAGEFF-FEFD:96EQ
=UNSTAT:0,.210, FES0:: DECA:EEFF. FEFD: 96ED, 2
=UNSTAT:0,211,:5,0
+UNSTAT:0,212.:2,0
[s ]
AT +UDCP=mgit://matt.thingstream.io: 6883/ Tclient= device:a6b6e 7 18-0453 47 64-b8d3-
puger=CaM0 FO I G p 2 2 5w d = VS e 2w g amiviUoGAoOna3 6V 2U S S - 't = t ¢ stpub &t =te stsub &

a=AmazonRootCAl.pem

=UDCPA
oK

+UUDPC:1,2,6,0.0.0.0,0,34.252.136.151, 8383

[T

Lerﬂ

¥ For more information about MQTT, see the u-connectXpress MQTT application note [2].
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2 Configuring AWS loT Core

NINA-W1 and ODIN-W?2 has passed the AWS Device Qualification Program.

aWS qualified

device

2.1 Cloud server configuration

1. Create a Thing (loT Core \ Manage\ Things). This is a representation and record of the physical
device to be connected to the cloud. Give the Thing a name, for example “device1”. Create Thing
without certificate (the certificate will be created later).

Services v Resource Groups v r J London v Support v

Qﬂ:& AWS loT Things List ~ m Q

Monitor Name Type
Onboard
devicel NO TYPE see
Manage
Things
Types

Thing Grogos

2. Create certificate using AWS IoT’s CA. Download the certificate, public key, private key, and the
server certificate for AWS loT.

Services v Resource Groups ~ r FAS v London ~ Support ¥

&P aws o1 Certificates Card m Q

Maonitor ae
85567db822905%¢ea...
Onboard INACTIVE
Manage
Secure
Certificates
Policies
Chc
UBX-19010078 - RO6 Configuring AWS loT Core Page 12 of 46
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3. Create a policy, which allows the certificate holder to publish to all topics and subscribe to all
topic filters. Enable Advanced mode and copy and paste the following example policy

statement:
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": "iot:*",
"Resource": "*x"

VA The example policy above must ONLY be used for the example in this application note.
Do NOT use the above policy example it in production code. Instead, use a policy which explicitly
specifies the allowed actions per resources, such as:

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Connect",
"Resource": "arn:aws:iot:us-west-2:123456789012:

client/${iot:Connection.Thing.ThingName}"

"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": [

"arn:aws:iot:us-west-2:123456789012:

topicfilter/$aws/things/${iot:Connection.Thing.ThingName}/shadow/*",

"arn:aws:iot:us-west-2:123456789012:
topicfilter/${iot:Connection.Thing.ThingName}/*"

"Effect": "Allow",
"Action": "iot:Receive",
"Resource": [

"arn:aws:iot:us-west-2:123456789012:
topic/$aws/things/${iot:Connection.Thing.ThingName}/shadow/*",

"arn:aws:iot:us-west-2:123456789012:
topic/${iot:Connection.Thing.ThingName}/*"

"Effect": "Allow",
"Action": "iot:Publish",
"Resource": [

"arn:aws:iot:us-west-2:123456789012:
topic/$Saws/things/${iot:Connection.Thing.ThingName}/shadow/*",

"arn:aws:iot:us-west-2:123456789012:
topic/${iot:Connection.Thing.ThingName}/*"

UBX-19010078 - RO6 Configuring AWS loT Core Page 13 0of 46
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Services v Resource Groups v * L) v Llondon v  Support v

Create a policy

®e D

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about loT policies go to the AWS loT Policies documentation page.

Name

AllowAllConnPubSub

Add statements

Policy statements define the types of actions that can be performed by a resource. Basic mode

4. Attach the previously created policy to the previously created certificate.

aWS, Services ~ Resource Groups v v JAN London ¥ Support v
&P aws ot Certificates Card ~ m Q
Monitor - @
85567db8: Activate
Onboard INACTIVE
Manage Revoke
Secure
Certificates
Policies
CAs Start transfer
Role Aliases Attach policy
Authorizers Aftach thing
Defend Download
Delete
Act
Test
UBX-19010078 - RO6 Configuring AWS loT Core Page 14 of 46
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5. Attach the previously created thing to the previously created certificate.

aWS, Services Resource Groups v v J v London ~ Support ¥
—
&P aws ot Certificates Card ~ m
Monitor e
85567db8: Activate
Onboard INACTIVE
Manage Revoke
Secure
Certificates
Policies
CAs Start transfer
Role Aliases Attach policy
Authorizers Attach thing
Defend Download
Delete
Act
Test

6. Activate the certificate.

aws Services v Resource Groups v r J e London v Support ¥
&P Aws loT Certificates Card ~ m Q
Monitor wes @
85567db8. Activate
Onboard INACTIVE
Manage Revoke
Secure
Certificates
Policies
ChAs Start transfer
Role Aliases Aftach policy
Authorizers Aftach thing
Defend Download
Delete
Act
Test
UBX-19010078 - RO6 Configuring AWS loT Core Page 15 of 46
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2.2 Installing certificates to module

1.

Upload the AWS IloT server certificate; the certificate can be downloaded from the following
URL:

https://www.amazontrust.com/repository/AmazonRootCA1.pem

AT+USECMNG=0, 0,<internal name>,<data size>
See the u-connect AT commands manual [1] for additional information.

The Thing’s certificate, public and private keys correspond to what is described elsewhere as
the client or device certificate, public and private keys. Upload the client key and client
certificate generated in step 2 of the cloud server configuration described in section 2.1.

(certificate) AT+USECMNG=0,1,<internal name>,<data size>
(private key) AT+USECMNG=0,2,<internal name>,<data size>
Set up a network connection. Example (Wi-Fi):
AT+UWSC=configuration id>,<param tag>,<param vall>[,<param val2>,...,<param valn>]
AT+UWSCA=config id>, <action>

Connect to AWS IloT using MQTT. For more information see the u-connectXpress MQTT
application note [2].

at+udcp=mqgtt://endpoint:8883/?ca=server cert&cert=device cert&privKey=device key&pt
=publish topic&st=subscribe topic

where:

endpoint = your unique address to connect the “Thing” to AWS loT, which can be found under
Manage > Things > thing_name > Interact > HTTPS. The address is the same as the Rest API
endpoint:

Services v Resource Groups ~ * FAY ~  London v  Support v

Things > devicel

® D

devicel

NO TYPE X
Actions =

Details This thing already appears to be connected. Connect a device

Security

HTTPS

Thing Groups
Billing Groups . ) . .
Update your Thing Shadow using this Rest APl Endpoint. Learn more

Shadow

t-2.amazonaws.com

I Interact

Activity

server_cert = the internal name given to the AWS loT server certificate when uploaded to the
module.

device_cert = the internal name given to the client certificate when uploaded to the module
device_key = the internal name given to the client private key when uploaded to the module
publish_topic = any topic that is valid in MQTT and module

subscribe_topic = any topic that is valid in MQTT and module

UBX-19010078 - RO6 Configuring AWS loT Core Page 16 of 46
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Example

at+udcp=mqgtt://abcdefghijkl-ats.iot.eu-west-
2 .amazonaws.com: 8883/?ca=AmazonRootCAl.pem&cert=device.crt&privKey=device.key&pt=te
st/pt&st=test/st

5. Switch to Data mode and send data to/from the AWS loT server; monitor the transferred data
as mentioned in Appendix B.2.

UBX-19010078 - RO6 Configuring AWS loT Core Page 17 of 46
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3

Configuring Azure loT Hub

¥ Due to limitations in the maximum length of an AT command for NINA-W13 and NINA-W15 in
u-connectXpress software prior to version 3.0, keep all names and identifiers as short as possible.
Typically:

3.1

The name of the loT Hub
The Device Id of the devices
The names of the certificates (CA and CC) as well as the client private key (PK).

Create a new loT Hub

Unless one already exists, create a new loT Hub.

Pw =

3.2

Navigate to portal.azure.com and select More Services.

Search for IoT Hub, and then select Create in the pop-up window.

Create new or select an existing Resource group.

Choose your IoT hub name, such as “iot-uconnectxpress-dev”. Microsoft suggest the naming
convention “iot-<App Name>-<Environment>”". The given name is publicly visible, so private
metadata should not be included. Keep the loT hub name as short as possible.

Step through the configuration wizard. Tags are optional private metadata which you may want
or need to manage your hub — especially as your company and your Azure cloud grows. If you are
unsure, just add the tag “MyTag”, and value “MyValue”.

Once created, go to your loT Hub (which Microsoft refers to in more general terms, as a
resource) and check that it is available under “All resources” from the home screen.

Configure a module with a X.509 CA Signed certificate

3.2.1 Obtain the CA certificate

Create a CA certificate to use when signing the certificates for each module. The procedures for
generating a CA certificate using OpenSSL are described in u-connectXpress Wi-Fi security
application note [4].

3.2.2 Configure cloud server

In the loT Hub resource, you are required to verify that you have the necessary permissions to
generate and sign certificates. To configure the cloud server, you must:

Create the first device

Sign a client side-certificate for the device

Upload the CA used to sign the client-side certificate
Verify the certificate used to sign the client-side certificate

UBX-19010078 - RO6 Configuring Azure loT Hub Page 18 of 46
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1. GototheloT Devices tool in the loT hub Explorer section. Select New or Add to register a new

device.

2. Enter a unique Device ID. For example, enter the device’s serial number “devicel”, or the
response to the aT+uMLAa=2 command from your module. If the NINA-W13/W15 module is
configured with u-connectXpress software version 3.0 or earlier, keep the device ID as short as

possible.
3. Set the Authentication type to “X.509 CA Signed”.

Home > ey -hub-1 - IoT devices

,_“.:" sssingment - hub-1 - IoT devices
L

IoT Hub

« = add ) Refresh

I= Flupeiues

& Locks

= Automation script

Explorers
+ Add new clause
B Query explorer

. Query devices
8 o7 devies

Automatic Device Management DEVICE ID STATUS
2 10T Edge No results

# 10T device configuration

LAST ACTIVITY

LAST STATUS UPD...

a You can use this tool to view, create, update, and delete devices on your IoT Hub.

<[> Switch to query editor

AUTHENTICATION...

CLOUD TO DEVICE...

Microsoft Azure

» Home > mEm—-hub-1 - 0T devices * Create a device

.x‘ Create a device o x
=
f
=
[E4
‘-. Find Certified for Azure IoT devices in the Device Catalog

*
— * DevicelD @
devicel v
(]

Authentication type @
= [ symmetric key | %509 self-Signed [EEL ROt
¥ o

Connect this device to an IoT hub @
;' Parent device (Preview) @

No parent device
L P
=

Save

4. Select Save to add your new device to the displayed list of IoT devices.
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3.2.2.2 Sign a client side-certificate for the module

Generate a client-side certificate for your module (see u-connectXpress Wi-Fi security application
note [4]), where Common Name (CN) is set to the Device ID of the device.

ZF This client-side certificate (CC) and its corresponding private key (PK) are also used later in the
configuration.

3.2.2.3 Upload and verify the CA used to sign the client-side certificate

1. To upload the CA certificate from section 3.2.1 above, go to the “Certificates” settings and
select Add.

Microsoft Azure P Search resources, services, and docs

Home > soe—-hub-1 - Certificates Add Certificate X
oY) me——-hub-1 - Certificates
* IoT Hub Learn more about certificates,

«
* Certificate Name @

Events o rootCA |
Seftings ¢ You can use this tool to upload and manage your certificates. * Certificate pem or .cerfile. @
"rootCA.pem” E
Shared access policies
L Pricing and scale NAME STATUS EXPIRY SUBJECT

Operations monitoring Mo results
3~ IP Filter
A Certificates

* Built-in endpoints

2. Select the certificate added in the previous step. To generate the verification code needed to
generate a new certificate, select Generate Verification Code in the “Certificate Details” pane.
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3. Generate the new client-side certificate using the same CA used previously in section 3.2.1,
but this time use the Verification Code as the Common Name (CN). To generate a client-side
certificate, see the procedures given in u-connectXpress Wi-Fi security application note,
reference [4].

Microsoft Azure

Home > esssssissmiw-hub-1 - Certificates Certificate Details X
<)) et hub-1 - Certificates oo
. IoT Hub @ Delete

«
Certificate Name @

B 10T devices
Mon Feb 18 2019 15:26:02 GMT+0100 (C...

Automatic Device Management

== loT Edge Verification Code @

Events P rootCA E
Settings " e e s e e T T A
ETeg @
Shared access policies AABAAASHHNM= E
Pricing and scale NAME STATUS EXPIRY SUBJECT
Subject @
E5 Operations monitoring ro0tCA Unverified Wed Nov 03 20211 ubx — |
3= 1P Filter
A Certificates Expiry @
. . Wed Mov 03 2021 17:11:10 GMT+0100 ( ...
& Built-in endpoints hid b { E
= Propert
= Properties Thumbprint @
n Lacks 61D1669396132C7D2A6ADE0BB14B0137 ... E
= Automation script 3
Created @
Explorers Mon Feb 18 2019 15:26:02 GMT+0100 (C... E
B qQuery explorer
Updated @

& 10T device configuration

Messaging Generate Verification Code

* Verification Certificate .pem or .cer file. @
File upload

V. Message routing

Resiliency

Veri
Manual failover (preview)

4. Upload the certificate generated in the previous step to the Verification Certificate in the
Certificate Details pane and select “Verify”. The STATUS of the CA certificate changes to
Verified.

Home > weeepmypen-hub-1 - Certificates
&Y) wmeismemisni-hub-1 - Certificates = X
: 1oT Hub

« o add 22 columns T Refresh

Events

[E4
Settings J You can use this tool to upload and manage your certificates.

Shared access policies

L Pricing and scale NAME STATUS EXPIRY SUBJECT THUMBPRINT CREATED
&5 Operations monitoring rootCA @ Verified Wed Nov 03 20211 ubx 61D1660396132C7C Thu Jan 24 2019 12:03
3= IP Filter
A Certificates
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3.2.3
1.

Prepare module certificates

Obtain the latest Azure loT Hub server certificate. The certificate can foundina .c-fileinthe
certs directory of the Azure-iot-sdk-c repository:

https://github.com/Azure/azure-iot-sdk-c/blob/master/certs/certs.c

To convert the c-file to a local Azure certificate file containing the DigiCert Baltimore Root
certificate, copy the certificate information from certs.c to an text editor. Include the lines:
----BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- , and remove the quotation
marks (") at the beginning and end of every line. Also remove the \r\n characters at the end of
every line.

Save the file as, for example, azure-iot-baltimore-cert.pem.

_| azure-iot-baltimore-cert.pem - Notepad — O X

File Edit Format View Help

MIIDdzCCAl+gAwIBAgIEAgAAUTANBgkqhkiGOwABAQUFADBaMQswWCQYDVQQGEWI]
RTESMBAGA1UEChMIQmF sdG1tb3J1MRMWEQYDVQQLEwpDeWI1c1RydXNOMSIwIAYD
VQQDEX1CYWx@aWlvcmUgQ31izXIUcnVzdCBSb298MB4AXDTAWMDUXM]EANDYWMFOX
DTI1MDUxMJIzNTkwMFowWjELMAKGALUEBhMCSUUXEjAQBENVBAOTCUIhbHRpbWOY
ZTETMBEGA1UECXMKQ31iZXJUcnVzdDEiIMCAGAIUEAXMZQMF sdG1tb3J1IENSYmMVY
VHJ1¢3QgUm9vdDCCASIWDQYIKoZ IhveNAQEBBQADgg EPADCCAQoCEgEBAKMEUYKE
mD1X6CZymrV51CnideiVglLGwdluOKymaZN+hXe2wCQVt2yguzmKiYv6@iNoS6zjr
IZ3AQSsBUnuId9Mcj8e6uYilagnnc+gRQKFRzMpijS31jwumUNKoUMMo6VvirIYeK
mpYcqwWedPwzV9/1SEy/CGOVwcPCPwBLKBsuaddnKM3p31vjsufFOoREJIEILAWGSU
XmD+tqYF/LTdB1kC1FkYmGP1pWPgkAx9XbIGevOF6uvUA65ehD5f/xXtabz50TZy
dc93Uk3zyZAsuT31ySNTPX8kmCFcB5KpveY670duhjprl3RjM710GDHWeI12v/ye
j10qhqdNkNwnGjkCAWEAAaNFMEMWHQYDVROOBBYE FOWAWTCCR1IMrPoIVDaGezql
BE3wMBIGA1UdEWEB/wQIMAYBAf8CAQMWDEYDVROPAQH/BAQDAZEGMABGCSGGSIb3
DQEBBQUAA4IBAQCFDF205G9RaEIFoN27Tyc1hA0992TOLdcwd6QQF +vakSm2eT92
9hkTI7gQCv1YpNRhcLOEYWoSihfVCr3FvDB81ukMIY2GQE/szKN+OMY3EU/t3Wgx
jkzSswF@7r51XgdIGn9w/xZchMB5hbgF /X++ZRGjD8ACtPhSNzkElakxehi/oCre
Epn3o@WC4zxe9Z2etciefC7IpIS0CBRLbF1WwbWsaY71k5h+3zvDyny67G7fyUlhz
ksLidxaNmjICq44Y3ekQEe5+NauQrz4wlHrQMz2nZQ/1/16eYs9HRCWBXbsdtTLS
R9I4LtD+gdwyah6173jzV/0eBHRNDIELqYzmp

----- END CERTIFICATE-----

Ln 1, Col 1 100%  Windows (CRLF) UTF-8
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3.2.4 Install certificates on the module

1. Upload the local Azure certificate file to the module as a trusted root (CA) certificate using s-
center, or the command AT+USECMNG=0, 0.

s-center 4.9.0 - COM14 O X
File Settings Tools Help
Basic Connection 0 Bluetooth Settings  \j) Wi-Fi Settings '-_:f Advanced Connection and Settings m User Defines eblox
Connection Setup Data Mode Serial Settings Miscellaneous GPIO  Wi-Fi Certificate  NFC
Certificate and Private key import Filesystem list R T S
Trusted root (CA) =5
. . Bluetooth: -
|azuu-iut-baltimure-urt.pem LI CA azure-iot-baltimore-cert.pem Address: -
Client Certificate (CC) Wi-Fi: -
| L] SSID: -
BSSID: -
Client Private Key (PK) Channel: -
~| [~ RSSk-
List | Use Certificate | MD5 | Network Status
State: -
Upload 0 - Trusted root CA - Interface: -
IP Address: -
Erase Password :] Subnet: -
Gateway: -
Prim. DNS: -
Console Window  Log Window Sec. DNS: -
IPv6: -
AT+GMR A
“21.0-017"
oK Store I Factory |
AT+UMLA=2
~UMLA:DACABEFDIGED Defaut | _EnableGut |
oK |
oK
+USECMNG:0,0, azure-iot-baltimore-cert.pem’," ACB694A59C17E0D791529BB19706A6E4" Software Update |
0K
AT+USECMNG=3
“CA","azure-iot-baltimore-cert.pem’
oK
v
AT | I™ Hex  niNA-W13 series at u-blox.com
Close Port | AT Mode l Data Mode | EDM Mode | PPP Mode | Data Pump | 3 Mbps | Reset I Clear | Get All | Set All l
COM14 115200 8-N-1 HW Flow DSR Off, DTR On ‘W:D4CABEFD96E0  u-blox NINA-W132 Software Version: 2.1.0-017

¥  For further information about AT+USECMNG, see the u-connect AT commands manual [1] and
u-connectXpress user guide [3].
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2. Upload the client certificate (CC) and the client private key (PK) generated in section O, using
either:

e AT commands AT+USECMNG=0,1 (client certificate) and AT+USECMNG=0, 2 (private key).

. s-center

B s-center 4.9.0 - COM14

- O X
File Settings Tools Help
Basic Connection  {J Bluetooth Settings () Wi-Fi Settings ’_‘_:9 Advanced Connection and Settings || User Defines eblox
Connection Setup Data Mode Serial Settings Miscellaneous GPIO  Wi-Fi Certificate NFC
Certificate and Private key import Filesystem list P TR T
Trusted root (CA) (=]
- - : . ) Bluetooth: -
Iazure-lotlhaltlmare-cm.pem j ; CA,a%ure-mt-bammore‘cm.pem Tare
Client Certificate (CC) i~ CCelient.cer WiFi: -
- - PK, client.key.pem .
[ctient.cer ~| SSID: -
BSSID: -
Client Private Key (PK) Channel: -
[client.key.pem z] [ RSSI: -
List | Use Certificate | MD5 Network Status
State: -
Upload 2 - Client Private Ke vl Interface: -
IP Address: -
Erase I Password Subnet: -
Gatewav: -
Prim. DNS: -
Console Window  Log Window Sec. DNS: -
IPv6: -
0K A
AT +USECMNG=3 Store I Factory |
:CA:,:az_ure-iut:bal‘limurbcerl.pem‘ Default I Enable GUI I
CC","client.cer’
0K

+USECMNG:0,2,"client.key.pem”,”25E91BDDC5065411B5149A8E762E0324" |
oK

AT+USECMNG=3 |

Software Update

“CA","azure-iot-baltimore-cert.pem”
“CC,"client.cer
PK”,"client.key.pem”

oK

v
o =] T Hex NiNa-w13 series at u-bloxcom
Close Port | AT Mode I Data Mode | EDM Mode PPP Mode I Data Pump I 3 Mbps I Reset I Clear I Get All | Set All

COM14 115200 8-N-1 HW Flow DSR Off, DTROn  W:D4CAGEFD9SEEQ  u-blox NINA-W132 Software Version: 2.1.0-017

F Ass-centerrequires a file suffix .crt, .cer, or .pem, the files may need to be renamed.
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3.2.5
1.

Connect to the cloud

Use s-center or the command aT+uwsc and AT+UWSCA to set up a network connection to the
internet on the module. See the u-connectXpress user guide [3] for details.

To publish and subscribe to events, connect to Azure loT Hub using the commands AT+UDCP
and MQTT. For further information about the mgtt scheme, see the u-connectXpress MQTT
Application Note [2] The format of the AT+ubcP command for Azure is as follows:
AT+UDCP=mgtt://iothubhostname:8883/?client=device id&user=iothubhostname/device id
&ca=server cert name&cert=device cert names&privKey=device key name

&pt=devices/device id/messages/events/
&st=devices/device id/messages/devicebound/#

¥ IntheURL, replace the marked sections above, as shown below:

Item Description
iothubhostname From the Hostname section in the Overview page in Azure loT Hub.
device_id The Device ID set to the device in Azure loT Hub.
server_cert_name Theinternal name given to the Azure loT Hub server certificate when uploaded to the module.
device_cert_name The internal name given to the client certificate when uploaded to the module.
device_key_name The internal name given to the client private key when uploaded to the module.

Example

at+udcp=mgtt://iot-xxxx-test-hub-1.azure-devices.net:8883/?client=devicel
&user=iot-xxxx—-test-hub-1.azure-devices.net/devicel
&ca=azure-iot-baltimore-cert.pem&cert=client.cer&privKey=client.key.pem
&pt=devices/devicel/messages/events/
&st=devices/devicel/messages/devicebound/#

3. Switch to Data mode and send data to/from the Azure loT server; monitor the transferred data
as mentioned in Appendix B.3.
¥ The # wildcard is not supported by ODIN-W26-7.0.0, or NINA-W13/NINAW15 prior to version 3.0.
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3.3 Configure a module with a Symmetric Key/SAS Token

u-connectXpress loT cloud connectivity - Application note

¥ SAS Tokens are supported from on NINA-W13 and NINA-W15 starting with version 3.0.

If not already done, Create a new loT Hub.

3.3.1 Create the first device

1.

4. Select Save to include your new device in the list of IoT devices.

Go to the loT Devices tool in the loT hub Explorer section and select New or Add to register a

new device.

Enter a unique Device ID, for example “device2”, the device’s serial number, or the result of

AT+UMLA=2 for your module.

Set the Authentication type to “Symmetric Key”

Home > 2 | loT devices >

Y Create a device o x
k

o Find Certified for Azure loT devices in the Device Catalog

Device ID* ()

| devicezl -

Authentication type ©
: SUEGEEEE X509 Self-Signed X509 CA Signed :Z'

Auto-generate keys (D

Connect this device to an loT hub O

D o)

Parent device &

No parent device
Set a parent device

<

The device page on IoT Hub now contains the auto-generated primary and secondary keys, including
the connection strings to use.
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3.3.2 Connect to the cloud

u-connectXpress loT cloud connectivity - Application note

1. Generate a SAS token using the algorithm defined by the code snippets included in the
Microsoft Azure documentation https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-
devguide-security#security-tokens. The returned string is the complete SAS Token.

A python program which generates a SAS Token could be written as:

from base64 import b6dencode, b6ddecode
from hashlib import sha256

from time import time

from urllib import parse

from hmac import HMAC

IOTHUBHOSTNAME = "iothubhostname"
PRIMARY KEY = "primary key"
def generate sas token(uri, key, policy name, expiry=3600):

res

ttl = time () + expiry

sign key = "%s\n%d" % ((parse.quote plus(uri)), int(ttl))
signature = b64encode (HMAC (b64decode (key), sign key.encode('utf-8'),

sha256) .digest () )

rawtoken = {
'sr' : uri,
'sig' : signature,
'se' : str(int(ttl))

}

if policy name is not None:
rawtoken['skn'] = policy name

return 'SharedAccessSignature ' + parse.urlencode (rawtoken)

= generate sas token (IOTHUBHOSTNAME, PRIMARY KEY, "")

print (res)

i In the above program, replace the marked sections as follows:
Item Description
iothubhostname From the Hostname section in the Overview page in Azure loT Hub.
primary._key The Primary Key field on the Device page in the Azure loT Hub.
Home > imyna - ub-2 | 10T devices »
device2 = x
Aty
[ Message to Device  3< Direct Method - Add Module Identity "= Device Twin  ©4, Managekeys () Refresh a
evice 1D @ device2 in]
bVl SONtcwrathePPVBE Bivy2 /X0 a3ibge0U= L 0D
@ln
°ln
°ln
@ Enable Disable
e ® -
®
. ° P
Module Identities  Configurations J
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Example

Invocation of:

generate sas token ("iot-xxxx-test-hub-2.azure-devices.net",
"bH/VjcdSOJJtcwx94hePfV8EJ8ivyZ/cXQ7e31i6gcDU=", "")

Returns the SAS Token:

SharedAccessSignature
sr=iot-xxxx-test-hub-2.azure-devices.net
&sig=1ix4nP1LaU%2FZg2Nk30aBwJOMikCPIxGxz2uiZ3KUxecM%3D&se=1591876214&skn=

¥ The SAS Token does contain both spaces, ampersands, equal and percent signs.

2. Use s-center or the commands AT+UWsC and AT+UWSCA to set up a network connection to the
internet on the module. For further information, see the u-connectXpress user guide [3].

3. Use the command aT+ubuv to set an URL Value to the SAS Token:

AT+UDUV=0, "SharedAccessSignature sr=iot-xxxx-test-hub-2.azure-devices.net
&sig=ix4nP1LaU%2FZg2Nk30aBwJOMikCPIxGxz2uiZ3KUxecM%3D&se=1591876214&skn="

4. Enable WiFiand connect to an internet-connected AP.

5. Use the command at+upce command and MQTT to connect to Azure loT Hub, publish and
subscribe to events. For further information about the mgtt: scheme, see the
u-connectXpress MQTT Application Note [2]. The format of the aT+upcP command for Azure
using a SAS Token is as follows:

AT+UDCP="mqgtt://iothubhostname:8883/?ca=<ca certificate>
&client=device id

&user=iothubhostname/device id

&passwd=%%url value index

&pt=devices/device id/messages/events/
&st=devices/device id/messages/devicebound/#"

ZF Inthe URL, replace the marked sections above as follows:

Item Description
iothubhostname From the Hostname section in the Overview page in Azure loT Hub.
device_id The Device ID set to the device in Azure loT Hub.
url_value_index The URL Value index given as parameter to AT+UDUV.
Example

at+udcp="mgtt://iot-xxxx-test-hub-2.azure-devices.net:8883/
?ca=<ca certificate>

&client=device?
suser=iot-xxxx-test-hub-2.azure-devices.net/device2
&passwd=%%

spt=devices/deviceZ/messages/events/
&st=devices/device2/messages/devicebound/#"

6. SwitchtoData mode and send data to/from the Azure loT server; monitor the transferred data
as mentioned in Appendix B.3.
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3.4 Device Provisioning Service (DPS)

To get started with the Azure loT service, it is possible to use the loT Hub device provisioning service
(DPS) that enables zero-touch provisioning and configures the device connection to the cloud
without requiring human intervention, allowing customers to configure multiple devices in a secure
and scalable manner.

3.4.1 Create and Prepare the Azure loT Hub Device Provisioning Services

When connected to the Azure DPS, the device is assighed to the IoT Hub created in Create a new loT
Hub. To create a new loT Hub Device Provisioning Service using the Azure Portal:

In the Azure portal, select + Create a resource.

From the Categories menu, select Internet of Things then loT Hub Device Provisioning
Service.

3. Select Create and fill the required information accordingly to your Azure plan and resources.
4. Select Review + Create to validate your provisioning service.
5

L

nN —

Select Create.

To Link the IoT hub and your Device Provisioning Service:

In the Settings menu, select Linked IoT hubs.

Select + Add.

On the Add link to loT hub panel, provide the following information:

Access Policy: Select iothubowner as the credentials for establishing the link with the 10T hub.
5. Select Save.

PwWD=

See also Azure Quick Start [6].

3.4.2 Configure Enroliment group

An Enrollment group is a group of devices that share a specific attestation mechanism. Enroliment
groups support X.509 certificate or symmetric key attestation. Devices in an X.509 Enrollment group
present X.509 certificates that have been signed by the same root or intermediate Certificate
Authority (CA). The common name (CN) of each device's end-entity (leaf) certificate becomes the
registration ID for that device.

The registration ID is used to uniquely identify a device registration with the Device Provisioning
Service. The registration ID must be unique in the provisioning service ID scope. Each device must
have a registration ID. The registration ID is a case-insensitive string (up to 128 characters long) of
alphanumeric characters plus the special characters: -, ', '_', "". The last character must be
alphanumeric or dash ('-).

1. From your DPS in Azure portal, select the “Manage Enrollments” tab. then select the “Add
Enrollment” group button at the top.
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2. Inthe Add Enrollment Group panel, enter the following information, then select Save.

¥ The device certificate can be signed with the root CA or an intermediate CA, this
document uses the root CA.

All services > Azure loT Hub Device Provisioning Services > leoDPSs »

& Add Enrollment Group

Save

Group name *

| dpsGroupMame

Attestation Type (@
'Z: WY Symmetric Key :Z'

IoT Edge device @

./. .\.
| True False )i
. 4

Certificate Type @
'ﬁi (WNELTEEY Intermediate Certificate :Z'
Primary Certificate ()

| rootCA.pem

Secondary Certificate (3)

| Mo certificate selected

Select how you want to assign devices to hubs (O

| Evenly weighted distribution

Select the 10T hubs this group can be assigned to: @

| leaDPS.azure-devices.net

Select how you want device data to be handled on re-provisioning * (O

| Re-provision and migrate data

Device Twin is only supported for standard tier 10T hubs. Learn more about standard tier.
Initial Device Twin State

it
“tags™: {1},
"properties”: {
"desired": {}
b

n

For more information, see “Create an enrollment group” in the “Provision multiple X.509 devices”
tutorial [5].
3.4.3 Configure loT device connection to Device Provisioning Service (DPS)

For X.509-based attestation, the registration ID is set to the common name (CN) of the device
certificate. For this reason, the common name must adhere to the registration ID string format.

1. Create client private key and certificate signing request (CSR):
$ openssl req -newkey rsa:2048 -nodes -keyout nina.key.pem -out nina.csr

ZF The common name (CN) of each device's end-entity (leaf) certificate becomes the
registration ID for that device.
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2. Sign the CSR with the client root CA registered on Azure during the Upload and verify the CA

used to sign the client-side certificate procedure:
$ openssl x509 -reqg -in nina.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial
-out nina.pem -days 500 -sha256

3. Upload the client Private Key and the client certificate created above to the module, as
described in Install certificates on the module.

4. Use the command arT+upcp command and MQTT to connect to Azure loT Hub Device
Provisioning Service (DPS), publish and subscribe to events. For further information about the
mgtt: scheme, see the u-connectXpress MQTT Application Note [2]. The format of the aT+uDcP

command for Azure using a SAS Token is as follows:
AT+UDCP="mqgtt://iothubhostname:8883/7?
client=registration id
&user=idScope/registrations/registration id/api-version=2019-03-31
spt=Sdps/registrations/PUT/iotdps-register/?$rid={request id}
&st=Sdps/registrations/res/#”
&encr=3
&ca=<ca certificate>
&cert=<device certificate>
&privKey=<device private key>

5. Inthe URL, replace the marked sections above as follows:

Item Description

lothubhostname From the Hostname section in the Overview page in
Azure loT Hub.

registration_id The Device ID set to the device in Azure loT Hub.

idScope is the ID Scope from the Azure loT Hub Device

Provisioning Service.

The example below is pseudo-code illustrating the flow for using DPS with u-blox u-connectXpress. It
is assumed that the module is already provisioned with the certificates and connected to the Wi-Fi
with internet connection:

AT+UDCP=mqgtt://global.azure-devices-provisioning.net:8883/?
client=ninadps
suser=0ne0067E45C/registrations/ninadps/api-version=2019-03-31
spt=Sdps/registrations/PUT/iotdps-register/?$rid={request id}
&st=S$dps/registrations/res/#

&keepAlive=60

&encr=3

&ca=ca.pem

&cert=ninadps.pem

&privKey=ninadps.key.pem

+UDCP: 1
OK

+UubPC:1,2,6,0.0.0.0,0,40.113.176.170,8883
ATO1
OK

// Publish the following message:

"{\"payload\":\"\",\"registrationId\":\"registration id\"}"

{"operationId":"5.b084dab098£0a900.5£5b44b2-ae20-4957-bd06-
40f9e8dcec3f", "status":"assigning"}
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3.4.4 Monitoring DPS status

In order to poll the DPS status, it is possible to publish to the following topic, where operationid is
returned on the previous message, for example:

Sdps/registrations/GET/iotdps—-get-—

operationstatus/?$rid={request id}é&operationId=5.b084dab098£0a900.5£5b44b2-ae20-4957-
bd06-40£f9e8dcec3f

This example demonstrates the process using u-connectXpress in Data Mode. As it is not possible to
start a new peer while in Data Mode, it is necessary to enter Command mode before creating the new
peer. To enter Command mode, you send the escape sequence +++. Because the topic has an escape

character “&”, the URL needs to be used with a placeholder:
AT+UDUV=0, "$dps/registrations/GET/iotdps-get-

operationstatus/?$rid={request id}é&operationId=5.b084dab098£0a900.5f5b44b2-ae20-4957-
bd06-40£9e8dcec3f”

AT+UDCP=mgtt://global.azure-devices-
provisioning.net:8883/?client=ninadpsé&user=0ne0067E45C/registrations/ninadps/api-
version=2019-03-
31&pt=%%0&st=Sdps/registrations/res/#s&keepAlive=60&encr=3&ca=ca.pem&cert=ninadps.pem&pri
vKey=ninadps.key.pem

+uubpPC:1,2,6,0.0.0.0,0,40.113.176.170,8883
ATO1
OK

Publish the following message “get operationstatus” to the status topic.

{\"operationId\":\"5.54dcdeedebde2c9a.26a7ed00-28fd-4e98-bb5c-

b464a00262fd\", \"status\":\"assigned\", \"registrationState\": {\"x509\": {\"enrollmentGrou
pId\":\"enrolGroup\"},\"registrationId\":\"dpsdev\",\"createdDateTimeUtc\":\"2022-07~-
01T16:46:50.830016Z\", \"assignedHub\":\"1leoDPS.azure-
devices.net\",\"deviceId\":\"dpsdev\", \"status\":\"assigned\", \"substatus\":\"initialAss
ignment\", \"lastUpdatedDateTimeUtc\":\"2022-07—-
01T16:46:51.09197872Z\",\"etag\":\"IjhkMGJIMTE3LTAWMDAtMDEWMCOWMDAWLTYyYmYyNGZiMDAWMCI=\"
}}

UBX-19010078 - RO6 Configuring Azure loT Hub Page 32 of 46
C1-Public



@blox u-connectXpress loT cloud connectivity - Application note

In the received message, “status”:”assigned” indicates that the device has been transferred to the
configured loT Hub. In this example, "assignedHub":"leoDPS.azure-devices.net" provides the
necessary confirmation. The device can also be seen in Devices under the Azure loT Hub:

Home > Recent > leoDPS

leoDPS | Devices = -

loTHub

« View, create, delete, and update devices in your loT Hub.
2 Overview " Device name
@ Activity log | enter device ID
9)1 Access control (JAM)
€ Tags ~+ AddDevice () Refresh
£ Diagnose and solve problems
Events Device ID Status Last Status Update Authentication Type Cloud to Device Message Count
Q, Pricing and scale
ninadps Enabled - SelfSigned o

Device management
8 Devices
& 10T Edge
& configurations
C’ Updates

B Queries
Hub settings
@ Built-in endpoints
. Message routing
T File upload

- Failover
1! properties
B Locks

Figure 1: Monitoring DPS status example

The following example includes the log from the DPS process using NINA-W15 and the python script
example found at https://github.com/u-blox/u-connectXpress_azure_device_provisioning_services

$ python .\azure dps.py COM44

com44 open
18ms -> AT+UFACTORY
400ms <- AT+UFACTORY
OK
401lms -> AT+CPWROFF
416ms <- AT+CPWROFF
OK
2804ms -> AT+USECMNG=0,0,ca.pem, 1261
3836ms <- AT+USECMNG=0,0,ca.pem,1261
>
3836ms -> —-—---- BEGIN CERTIFICATE-----

5859ms <- +USECMNG:0,0,"ca.pem","ACB694A59C17EOD791529BB19706A6E4"
OK

5860ms -> AT+USECMNG=0,1,cert.pem, 1224

6923ms <- AT+USECMNG=0,1,cert.pem, 1224
>

6923ms -> —-—-———- BEGIN CERTIFICATE-----

8938ms <- +USECMNG:0,1,"cert.pem","9A1F95B8D512FAOEDO75DD2B794ECB2A"
OK

8941ms -> AT+USECMNG=0,2, key.pem, 1704

10033ms <- AT+USECMNG=0, 2, key.pem, 1704

>
10034ms -> —-———-— BEGIN PRIVATE KEY-—----
————— END PRIVATE KEY-----
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12057ms <- +USECMNG:0,2,"key.pem","695D5D1EBB1DDBDOC6F2C128BAEB7F34"
OK
12057ms -> ATO2
12067ms <- ATO2
OK
14076ms —-> O0xAA00120044 'AT+UWSC=0,2,SSID\r' 0x55
14089ms AT response: OK
14091ms -> 0xAA00100044 'AT+UWSC=0,5,2\r' 0x55
14105ms AT response: OK
14106ms -> O0xAAO001F0044 'AT+UWSC=0,8,PASSWORD\r' 0x55
14121ms AT response: OK
14122ms -> 0xAAO000F0044 'AT+UWSCA=0,3\r' 0x55
14153ms AT response: OK
17017ms AT event: +UUWLE:0,802AA8035ADE, 11
17065ms AT event: +UUNU:O0
19092ms AT event: +UUNU:O0
22100ms —-> OxAAQ011F0044 'AT+UDCP=mgtt://global.azure-devices-
provisioning.net:8883/?client=ninadps&user=0ne0067E45C/registrations/ninadps/api-
version=2019-03-31&pt=$dps/registrations/PUT/iotdps-—
register/?Srid={request id}é&st=Sdps/registrations/res/#&encr=3skeepAlive=60&ca=ca.pemé&ce
rt=cert.pem&privKey=key.pem\r' 0x55
22440ms AT response: +UDCP:2
OK
24712ms Connect event IPv4
Channel id: O
25726ms AT event: +UUDPC:2,2,6,0.0.0.0,0,20.43.44.164,8883
25726ms -> 0xAA002C0036 '\x00{"payload":"","registrationId":"ninadps"}' 0x55
26168ms Data event:
Channel id: O
Data: {"operationId":"5.b084dab098f0a900.076859d0-7180-40b8-9d06-
bf611e398ecO", "status":"assigning"}

26169ms -> 0xAA00950044 'AT+UDUV=0, $dps/registrations/GET/iotdps—-get-
operationstatus/?$rid={request id}&operationId=5.b084dab098£0a9%900.076859d0-7180-40b8-
9d06-bf611e398ecO\r' 0x55
26197ms AT response: OK
26197ms -> 0xAA00CD0044 'AT+UDCP=mgtt://global.azure-devices-—
provisioning.net:8883/?client=ninadps&user=0ne0067E45C/registrations/ninadps/api-
version=2019-03-31&pt=%%0&encr=3skeepAlive=60&ca=ca.pem&cert=cert.pem&privkey=key.pem\r'
0x55
26234ms AT response: +UDCP:4
OK
26235ms Connect event IPv4
Channel id: 1
27245ms AT event: +UUDPC:4,2,6,0.0.0.0,0,20.43.44.164,8883
27245ms -> 0xAA00160036 '\x0lget operationstatus' 0x55
27466ms Data event:
Channel id: O
Data: {"operationId":"5.b084dab098f0a900.076859d0-7180-40b8-9d06~-
bf611e398ecO", "status":"assigned", "registrationState":{"x509": {"enrollmentGroupId":"enro
1Group"},"registrationId":"ninadps", "createdDateTimeUtc":"2022-07-
04T08:28:35.86940142", "assignedHub" :"1leoDPS.azure-
devices.net","deviceId":"ninadps", "status":"assigned", "substatus":"initialAssignment","1
astUpdatedDateTimeUtc":"2022-07-
04T08:28:36.1544642","etag" :"IjYwMDA40TJjLTAWMDAtMDEWMCOWMDAWLTYyYZzJhNGIOMDAWMCI="}}

Successfully Assigned
27468ms -> 0xAAQ000D0044 'AT+CPWROFF\r' 0x55
27482ms AT response: OK
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3.5 Integration with Azure loT Explorer

loT Exploreris a tool provided by Azure to set up the connection and monitoring of the module to Azure
Cloud applications. The software is provided as a free download and is available at
https://github.com/Azure/azure-iot-explorer/releases.

The main features are:

e Simple Azure connection configuration

e Device twin and direct method functions

e Real-time Azure monitoring and alarm management
e Advanced diagnostics tools

For more information about the lIoT Explorer functions, see also the official Azure loT Explorer page.

3.5.1 IloT Hub connection

The first time that Azure lIoT Explorer is executed, the application is prompted for the user’s loT hub
connection string. After providing the connection string, select Connect.

File Edit View Window Help

Azure loT Explorer (preview) Notifications Settings

Home > loT hubs

- T Add connection

ﬁ loT hubs

7 107 Plug and Play Setti.. iothub-cel-tm /s W

- . Host name
[1 Notification Center

| iothub-cel-tm.azure-devices.net | 3
Shared access policy name
| iothubowner | 3
Shared access policy key
Connection String
> View devices in this hub
Figure 2: 10T hubs
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3.5.2 Viewing Devices

When the tool is connected to the IoT hub, all device identities registered with the loT hub are
displayed in the Devices dialog, as shown in Figure 3. Select the Device ID for further information
about the device.

Azure loT Explorer (preview)

Figure 3: Azure loT Explorer - Devices dialog

3.5.3 Registering a new device

1. Select New to register a new device with the Azure loT hub.

2. Enter a Device ID.

3. Using the default device settings, select auto-generate authentication keys and enable the
connection to the loT hub.

3.5.4 Deleting a device

1. Select the device to be deleted and check the details of the device are correct.
2. Select Delete.

3.5.5 Interacting with a device

1. In the Device identity dialog, select a value in the Device ID column to view details about the
registered device. For each device, there are two main sections: Device and Digital Twin.

Azure loT Explorer (preview)

» jothub-cel-tm > Deyices > (IS - Dovice identity
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2. Select the Device twin tab to access information about the device.

Azure loT Explorer (preview)
Home » iothub-cel-tm > Devices - N > Cevice twin
Device twin
D Tui
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Appendix
A Glossary

Abbreviation Definition

API Application Programming Interface
AWS Amazon Web Services

CA Certificate Authority

CN Common Name

CSR Certificate Signing Request

loT Internet of Things

MQTT Message Queuing Telemetry Transport
TLS Transport Layer Security

Table 1: Explanation of the abbreviations and terms used
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B Monitoring messages to/from the cloud

B.1 In Thingstream platform

B.1.1 Device-to-cloud

Monitoring connection events in Things / [thing_name] / Thing Details / Traffic Logs:

X Traffic Log - u-blox_thing n  Clearlogs  Export

MQTT errors e.g. publish \ subscribe to an illegal topic name or invalid credentials
B Network errors e.g. modem is offline or out of coverage
B B Information

Timestamp Direction Protocol Message Payload Gateway Status Reference Size

14:26:07.941, 04-09-20 o~ MQTT_PUBLISH_ O 48656C6C6FOD maqtt (0) nfa 7 (5]

The received data (publish topic) payload is displayed in Traffic Log.

On the received data it is possible to so more advanced things, this can be made by creating a flow
that handles the received data and performs things on the received data.

To learn more about flows, see https://developer.thingstream.io/guides/platform-portal/flows

B.1.2 Cloud-to-device

1. Send a message using Topic and select Create Topic:

Create Topic

A topic forwards messages from things to subscribers

Topic

testsub

Create Cance

2. Use a valid Subscription topic for the connection, for example “testsub”

ag or description Created v 1= -lof1

Untitled Topic testsub No Alias

UBX-19010078 - RO6 Appendix Page 39 of 46
C1-Public


https://developer.thingstream.io/guides/platform-portal/flows

@blox u-connectXpress loT cloud connectivity - Application note

3. Select Topic

X TOpiC de‘ta“s Send Message Delete

Enter a display name

Path testsub Created

Alias 14:43, Sep 04, 2020
Tags

Description

Enter a description

4. Select your Quality of Service and the Message Body then click on Send Message

Send Message

From Device: device:dOeéfab4-edB81-4efe-8b51-2b03e89b3ad4 Edit
Topic: testsub  Edit
Message Body

Hello World

Quality of Service

MOST ONCE (0) v

Back Cancel

—
Peer Handle - Disconnect Peer ||~ Enter Data [ Startup Data List Peers | Connections Network Sta

Console Window

Hello World
~] r
Close Port AT Mode Data Mode EDM Mode I PPP Mode Data Pump 3 Mbps Reset ‘ |:
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AWS |oT includes an MQTT client that can be used to monitor the MQTT messages sent by a
connected Thing — as well as send messages to a connected Thing.

B.2.1 Device-to-cloud

1. Go to “Test” and connect the MQTT client to the AWS loT server. Subscribe to the topic on
which the Thing publishes, for example ubx_ test/pt.

aws

Services - ource Groups v

ﬂ& AWS loT

Subscribe to a topic

Monitor Publish to a topic
Onboard

Manage

Secure

Defend

Act

Test

Software
Settings

Learn

Subscribe

Devices publish MQTT messages on topics. You can use this client to

subscribe ta a topic and receive these messages.

Subscription topic

ubx_test/pt

Max message capture (9

100 =

Quality of Service B
@ 0 - This client will not acknowledge to the Device Gateway that
messages are received

1 - This client will acknowledge to the Device Gateway that

messages are received

MQTT payload display
@ Auto-format JSON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payleads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

2. Monitor the device-to-cloud messages.

Services v Resource Groups v

&p aws o7

Subscribe to a topic
Monitor Publish to a topic
Onboard
ubx_test/pt
Manage
Secure
Defend

Act

Test

*

S

¥  London

Export Clear Pause

Publish
Specify a topic and a message to publish with a QoS of 0.

ubx_test/pt

ubx_test/pt  Feb6, 2019 10:55:12 AM +0100 Export Hide

‘e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

Hello from ODIN-W2
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B.2.2 Cloud-to-device

1. Usethe AWSI|oT console to publish a message. Go to “Test” and start/connect the MQTT client
tothe AWS loT server.

2. Define the topic to which the Thing subscribes, e.g., ubx_test/st, and select Publish to....

aW% Services ~ Resource Groups v *

are received

&p aws o1

MQTT payload display
@ Auto-format JSON payloads (improves readability)

. Display payloads as strings (more accurate)
Manitor
Display raw payloads (in hexadecimal)

Onboard
Manage

Publish
Secure

Specify a topic and a message to publish with a QoS of 0.
Defend

ubx_test/st

Act
Test

3. Monitor the AWS-to-device messages.

File Settings Tools Help

| Basic Connection | 0 Bluetooth Settings | Wy Wi-Fi Settings | ¢ ; Advanced Connection and Settings | *:: User Defines| oblox
| Connection Setup I Data Mode I Serial Settings | Miscellaneous | GPIO | Wi-Fi Certificate |NFC |
—Certificate and Private key import——— [ Filesystem list —Connection Status
Trusted root (CA) =Y
Bluetooth: -
AmazonRootCAL pem - CA AmazonRootCAl.pem Address: -
Client Certificate (CC) CC,55567db322-certificate.pem.crt Wi-Fi: WiFi Connected
— PK,85567db822-private.pem.key ,
85567 db822-certificate.pem. crt - 5510: ubx
BSSID: 802AA8045508
Client Private Key [PK) Channel: 44
85567db&22-private.pem.key - r RSSL -54 dBm (Excellent)
List | Use Certificate | MD5 | rilEnEi S
State: Metwork Up [0]
Upload | 2 - Client Private Key - Interface: Wi-Fi Station
IP Address: 10.12.71.183
EeE2 | Password Subnet: 255.255.255.0
Gateway: 10.1271.254
Prim. DMS: 19534.85.241
Console Window Sec. DN 185.215.195.114
IPv6: FEB0=DECAGEFRFET2:2464
at+udcp=maqtt:// . -ats.iot.eu-west-2.amazonaws.com:88583/Tca=AmazonRootCAL pemé&icert=85567 db822- -
certificate. pem.crifeprivkey=585567 db322-private. pem. key&pt=ubx_test/ptést=ubx_test/st Stare | Factary |
<UDCP1
ok Default | Enable GUI |
+UUDPCL,2,2,0.0.00,0,35178.116.21,8883
ATOL EVK-ODIN-W2 via 5T-LINK |
oK
Hello from AWS IoT console Software Update |

¥ | ODIN-W2 series at u-blox.com

Close Port AT Maode Data Mode ECM Mode PPP Maode Data Pump 3 Mbps

Reset Clear | Get All | Set All

COM103 115200 8-MN-1 HW Flow DSR On, DTR. On B:D4CABET22489 u-blox ODIN-W2 Uptime: 0 day 00:00:42 Software Version: 7.0.0
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B.3 In AzureloT Hub

The Device Explorer tool is used to monitor messages between the device and the Azure loT Hub. A
pre-built version of the Device Explorer for Windows can be downloaded from:
https://github.com/Azure/azure-iot-sdk-csharp/releases/tag/2019-9-11.

In this URL, scroll down for the SetupDeviceExplorer.msi

1. In the Device Explorer tool, go to the Configuration tab and add the Connection String for your
Hub. The Connection String can be found in the loT Hub.

,

: Managementl Data | Messages To Device | Call Method on Device|

Connection Information

loT Hub Connection String:

HostName=n—ub-1.azure-
devices.netSharedAccessKeyName=iothubowner,SharedAccessKey=1IIEumi
|

2. Goto Settings / Shared access policies and select the Policy iothubowner.

Microsoft Azure

Dashboard > messsssismi-hub-1 - Shared access policies iothubowner X
.. I -1
,x‘ it - hub-1 - Shared access policies
RV 1oTHub Hsave X ois *+* More
« o add

oA Overview

i [ K IoT Hub uses permissions to grant access to each IoT huk
=} Activity log IoT hub based on functionality.
Permissions

s Access control (AM) o

' Tags L EZE Registry write @
E Events POLICY PERM

+'| Service connect @
¥ Settings iothubowner regis!
+| Device connect @
-
b Shared access policies service servit
& @ Prici
Pricing and scale device devic
@ Operations monitoring ) [ Shared access keys
registryRead regist Primary key @
¢ BERLT | et t——— ]
. 3 registryReadWrite regis Secondary key @
= A Certificates i — E
L]
Built-in endpoints Connection string—primary key @

0 HostNarr hub-l.az... E

i= Properties Connection string—secondary key @
e, & Locks HostNarr hub-l.az... m
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B.3.1 Device-to-cloud

In the Device Explorer tool, go to the Data tab and select the Device ID of the device to monitor (for

example “device1”) and select Monitor.

| Configuration | Managemem| Data | Messages To Device | Call Method on Device|

Monitoring

EventHub: - ub-1

Device ID: |device‘|

Start Time: [ 02/27/2019 1451:19

Consumer Group: |$Defau|t | Enable

EwventHub Data

Monitor l Cancel I Clear ; Show system properties

Receiving events...
2019-02-27 14:51:22= Device: [device1], Data:[Hello from ODIN-W2]

B.3.2 Cloud-to-device

1. In the Device Explorer tool, go to the “Message to Device” tab and select the Device ID of the
device to send message to (for example “device1”). Type a message in the Message text box

and select Send.

| Configuration | Managememl Data | Messages To Device |Caii Method on Device|

x
| -

Send Message to Device:

loT Hub: ———— 1151

Device ID: ’devictﬂ

Message:  Hello from Azure

Add Time Stamp Monitor Feedback Endpoint

| System Pmpenies|

| Key

Output

Sentto Device ID: [device1], Message:"Hello from Azure", message |d: 46bbb9da-e439-432d-a55b-4bf12c5304c9

2. Monitor the Cloud-to-Device messages.
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Related documents

(1]
(2]
[3]
(4]
(5]
(6]

u-connectXpress AT commands manual, UBX-14044127

u-connectXpress MQTT application note, UBX-19005066

u-connectXpress user guide, UBX-16024251

u-connectXpress Wi-Fi security application note, UBX-20012830

Tutorial: Provision multiple X.509 devices using enrollment groups

Quickstart: Set up the loT Hub Device Provisioning Service with the Azure portal
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Included NINA-W13 v2.1.x, NINA-W15 v1.0.x as applicable products.
Removed references to ODIN-W2 in the text, where also applicable to
NINA-W1 products. Added links to related documents.

Added support for Thingstream

Updated chapter 2, Configuring Azure loT Hub.

Added support for SAS Tokens.

Updated AWS policy example.

Confirmed that NINA-W1 and ODIN-W2 modules have passed the AWS
Device Qualification Program.

Moved Appendix C to u-connectXpress Wi-Fi security application note [4].

Included support for NINA-W 156, ODIN-W263.

Removed IBM Watson loT configuration chapter as IBM have now
discontinued this service.

Updated Device Provisioning Service (DPS) and Integration with Azure loT
Explorer.

F For product change notifications and regular updates of u-blox documentation, register on our
website, www.u-blox.com.
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For further support and contact information, visit us at www.u-blox.com/support.
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