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Abstract 

This document explains how to configure the u-blox receiver to verify the OSNMA feature for 
GALILEO constellation.  

http://www.u-blox.com/
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1 Overview 
Selected u-blox receivers support the evaluation of the new GALILEO Open Service Navigation 
Message Authentication (OSNMA) feature. OSNMA is a data authentication function for Galileo Open 
Service that provides receivers with the assurance that the received Galileo navigation message 
comes from the system itself and has not been modified. This application note provides information 
on providing OSNMA assistance to the receiver and verifying the OSNMA feature using u-center 
v24.02 and greater. 
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2 Configuring OSNMA feature 
The Galileo OSNMA protocol is configured using the CFG-GAL configuration items as shown in Figure 
1. For more information about the configuration items, refer to the applicable Interface description. 

 
Figure 1: CFG-GAL configuration items for OSNMA protocol. 

Table 1 lists the UBX-MGA assistance messages which can be used to provide key and time 
information to the firmware. Table 1 also includes the CFG-NAVSPG configuration items for 
additional OSNMA configuration. 

Input assistance message Description 

UBX-MGA-GAL-OSNMA_MERKLE Allows to provide Merkle tree root assistance for OSNMA service 

UBX-MGA-GAL-OSNMA_PUBKEY Allows to provide public key assistance for OSNMA service  

UBX-MGA-INI-TIME_UTC Allows to provide time trusted flag to the UTC time assistance 
UBX-MGA-INI-TIME_GNSS Allows to provide time trusted flag to the GNSS time assistance 

CFG-NAVSPG-ONLY_AUTHDATA When enabled, use signals with authenticated navigation data only 

CFG-NAVSPG-MAX_TIMETRUSTED_ACC Configure max. trusted time accuracy value to perform time authentication 

Table 1: Configuration messages for OSNMA service. 

2.1 Providing OSNMA assistance 
The UBX-MGA OSNMA assistance messages can be sent to the receiver from the UBX message 
window in the u-center messages view. To send the OSNMA assistance messages, you need the 
following information. 

To download the Public Key and Merkle tree root, register at the European GNSS Service Center (GSC) 
web portal. Subscribe to the OSNMA products and after that has been confirmed, download the Public 
Key and Merkle tree xml files from the GSC PRODUCTS menu. 

For detailed information, refer to the GSC OSNMA Internet data distribution interface control 
document [1]. 

2.1.1 UBX-MGA-GAL-OSNMA_MERKLE 

The UBX-MGA-GAL-OSNMA_MERKLE message is explained in Figure 2. For further information, refer 
to the applicable Interface description. 

https://www.gsc-europa.eu/sites/default/files/sites/all/files/Galileo_OSNMA_IDD_ICD_v1.1.pdf
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Figure 2: OSNMA_MERKLE message. 

The 32-byte Merkle tree node is available in the Merkle tree xml file downloaded from the GSC OSNMA 
server. Use the HEX string with tag <x_ji>, corresponding to the Tree node j= 4, i=0 

Example:  

The Merkle tree node from Merkle tree xml at the time of writing (April 2024) is:  

<TreeNode> 

<j>4</j> 

<i>0</i> 

<lengthInBits>256</lengthInBits> 

<x_ji>832E15EDE55655EA C6E399A539477B7C034CCE24C3C93FFC904ACD9BF842F04E</x_ji> 

</TreeNode> 

 

Merkle tree to be provided in the UBX-MGA-GAL-OSNMA MERKLE message window is: 83 2E 15 ED E5 
56 55 EA C6 E3 99 A5 39 47 7B 7C 03 4C CE 24 C3 C9 3F FC 90 4A CD 9B F8 42 F0 4E 

For sending the Merkle tree hex string using the UBX-MGA-GAL-OSNMA MERKLE message window 
in u-center, see  Figure 3 

The applicability time of Merkle tree has two options, current and future: 

•  The future Merkle tree is used only during the Merkle tree renewal process.  
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• The new Merkle tree will be published in the GSC OSNMA server at least two years before the 
planned renewal.  

For more information, refer to the Merkle tree renewal process section in GSC Signal-in-Space 
interface control document [1]. 

 
Figure 3: Sending Merkle tree assistance using UBX-MGA-GAL-OSNMA MERKLE message window in u-center. 

2.1.2 UBX-MGA-GAL-OSNMA_PUBKEY 

The UBX-MGA-GAL-OSNMA_PUBKEY message is explained in Figure 4. For further information, refer 
to the applicable Interface description. 

https://www.gsc-europa.eu/sites/default/files/sites/all/files/Galileo_OSNMA_SIS_ICD_v1.1.pdf
https://www.gsc-europa.eu/sites/default/files/sites/all/files/Galileo_OSNMA_SIS_ICD_v1.1.pdf
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Figure 4: OSNMA_PUBKEY message. 

 

The OSNMA public key is available in the public key xml file downloaded from the GSC OSNMA server. 
The required fields are explained below: 

• Public key ID is available with tag <PKID> 

• Public key type is available with tag <PKType> (ECDSA P-256 / ECDSA P-512) 

• Public key point is available with tag <point>  

Example: 

At the time of writing (April 2024), the OSNMA public key from the public key xml file is: 

<PKID>1</PKID> 

<point>0397EB43789AA0F6D052A638468ECF5278E6F6DF8465ECB8D8B84B8C7A3501F73B</point> 

<PKType>ECDSA P-256/SHA-256</PKType> 

 

Public key to be provided in UBX-MGA-GAL-OSNMA PUBKEY message window is: 03 97 EB 43 78 9A A0 

F6 D0 52 A6 38 46 8E CF 52 78 E6 F6 DF 84 65 EC B8 D8 B8 4B 8C 7A 35 01 F7 3B 

For sending the public key assistance using the UBX-MGA-GAL-OSNMA PUBKEY message window in 
u-center, see Figure 5 
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Figure 5: Sending public key assistance using UBX-MGA-GAL-OSNMA PUBKEY message window. 

2.1.3 UBX-MGA-INI-TIME_UTC 

UBX-MGA-INI-TIME_UTC message allows the user to send the trusted UTC time assistance to the 
receiver. For details about this message, refer to the applicable Interface description. 

The u-center UBX-MGA-INI_TIME_UTC message window comes with pre-filled system date and time. 
Update the time to the current UTC time and specify the accuracy of the time provided. The accuracy 
should be better than 15 sec to allow normal OSNMA operation. Also, make sure that the “Time 
trusted” box is checked. For an example of sending the trusted time assistance, see Figure 6. 

 
Figure 6 : Sending trusted time assistance using UBX-MGA-INI-TIME_UTC message window. 
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For testing purposes, the trusted time check can be disabled using the CFG-GAL-OSNMA_TIMESYNC 
configuration item. In this case, the trusted time assistance is not necessary. 
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3 Verifying OSNMA feature 
u-blox firmware offers multiple messages to verify the OSNMA feature, as listed in Table 2. The u-
center application can be used to monitor these messages. 

UBX message Verification field 

UBX-NAV-PVT NMA and time authentication status 

UBX-NAV-SIG Galileo signal authentication status 

UBX-SEC-OSNMA OSNMA status information 

UBX-NAV-TIMEUTC UTC time authentication status 

UBX-NAV-TIMETRUSTED External trusted time information 

Table 2:  OSNMA verification messages 

3.1.1 UBX-NAV-PVT 

The UBX-NAV-PVT message has been modified to provide two extra fields to indicate if the OSNMA 
authentication data is used in the navigation solution. 

NMA Fix status: 

Unknown: It is not possible to perform the verification (does not imply spoofing). 

Verified: The navigation solution uses enough signals with OSNMA authenticated data.  

Time Authentication Status: 

Not authenticated: Trusted time has not been provided, or its accuracy is not good enough to perform 
the authentication, or estimated time does not match trusted time.  

Authenticated: Trusted time and estimated time match with required accuracy. 

 
Figure 7: UBX-NAV-PVT authentication information fields. 
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3.1.2 UBX-NAV-SIG 

The UBX-NAV-SIG message indicates if the navigation data from Galileo INAV signal has been 
authenticated. 

 
Figure 8: UBX-NAV-SIG authentication data field. 

3.1.3 UBX-NAV-TIMEUTC 

The UBX-NAV-TIMEUTC has an extra field to indicate the UTC data authentication status. OSNMA 
authenticates the parameters to convert Galileo time to UTC time. To get the UTC time using 
authenticated data, change CFG-NAVSPG-UTCSTANDARD to the European standard. 

 
Figure 9: UBX-NAV-TIMEUTC data authentication field. 

3.1.4 UBX-NAV-TIMETRUSTED 

The UBX-NAV-TIMETRUSTED message gives information about external trusted time. It displays the 
comparison between provided trusted time and the estimated time. 
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Figure 10: UBX-NAV-TIMETRUSTED message information. 

 

3.1.5 UBX-SEC-OSNMA 

The new UBX-SEC-OSNMA message provides all the information about the OSNMA status. 

 
Figure 11: UBX-SEC-OSNMA message information. 

 

If the difference between GST (Galileo system time) and the trusted time provided is: 

• <15 sec: OSNMA uses fast MACs. Normal OSNMA operation. 

• 15 – 165 sec: OSNMA uses slow MACs. Time to authentication is longer than with fast MACs. 
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• >=165 sec: OSNMA will not be performed. 

☞ The UBX-NAV-TIMETRUSTED message displays the difference between the estimated time and 
the trusted time assistance, whereas the UBX-SEC-OSNMA message displays the difference 
between the GST (time decoded from Galileo signals) and the trusted time assistance.  
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Related documentation 
[1] GSC OSNMA Internet data distribution interface control document  

☞ For product change notifications and regular updates of u-blox documentation, register on our 
website, www.u-blox.com. 

 

 

 

Revision history 
Revision Date Comments 

R01 17-Aug-2023 Initial release 

R02 02-Apr-2024 Updated firmware 

Updated Merkle tree and public key 

Changed OSNMA assistance providing procedure 

R03 10-Mar-2025 Updated for all generation-9 u-blox receivers which support OSNMA 

 

Contact 
u-blox AG 

Address: Zürcherstrasse 68 
 8800 Thalwil 
 Switzerland 

For further support and contact information, visit us at www.u-blox.com/support. 
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